
INSIDE NAVSEA CITY

Neighborhood Leader Agreement

And Access Plan

Introduction

Inside NAVSEA City, the NAVSEA Intranet web site, is a vital resource for the Naval Sea Systems Command. Inside NAVSEA City is separated into areas of control called “Neighborhoods” based on the organizational chart for the Command.  The neighborhoods within Inside NAVSEA City vary in size and complexity, as do the organizations that support the development of content.  Each of these neighborhoods will create and manage their own design and content.  The Neighborhood Leader acts as the central point of control for their area.  In general, there will be one Neighborhood Leader and at least one Content Provider and Content Manager per neighborhood.  As a Neighborhood Leader, you have the administrative rights to perform all three roles within your area as well as to create the structure of your neighborhood. 

In this document we referred to open and closed neighborhoods.  We have created a feature within Inside NAVSEA City that will allow you to limit the audience of your content, called a closed neighborhood.  Closed neighborhoods are password protected; open neighborhoods, although accessible only to users at NAVSEA HQ and its field activities, are not password protected.  You will find more information on closed neighborhoods on page three.  This document was developed to make sure that we have adequately communicated with you on the appropriate use of this resource and it applies whether your neighborhood is open or closed
.  At the end of the document (page six) you will find an agreement that requires your signature.  Your signature on this document affirms that you, as a Neighborhood Leader, understand and accept your responsibilities.  Page seven asks that you provide your expectations for how you plan to operate your neighborhood (open and/or closed) and who will have access. This completed and signed page will serve as the access plan for your neighborhood.  When you have completed your review of this document, send a printed, signed copy of pages six and seven to Judith Oliver, at Washington Navy Yard Building 197/3W3815.

Roles within the Web Manager

There are four levels of users within the Web Manager, which is used to create the content for your neighborhood.  These are described below.

Administrators – The NAVSEA City Administrators are responsible for creating new neighborhood areas and setting up the accounts and rights for the Neighborhood Leaders. The Administrator also creates and removes user accounts as needed. Administrators will also provide user support for lost passwords, inactive accounts etc. Administrators CANNOT create or approve content within the neighborhood areas.  Administrators have privileges that permit them to gain access to all information except for passwords stored within Inside NAVSEA City.  A private contractor (Burke Consortium) currently provides administration services.  

Neighborhood Leader – This user role is responsible for creating the structure and management team for one or more neighborhood areas. This person is responsible for determining if a neighborhood should be open to the entire command or should be restricted to a particular user group. The Neighborhood Leader also determines which users will be Content Providers and Content Managers for their neighborhood and is responsible for validating that the documents posted in their neighborhoods do not violate the security levels specified herein.  Further responsibilities are identified in the next section of this document.

Content Manager – The Content Manager is primarily responsible for reviewing and editing content submitted by designated Content Providers before it is posted to the live website. This user will also remove outdated or inaccurate content and extend the “life span” of system expired content when necessary. In addition, the Content Manager will also review and analyze content usage statistics.   

Content Provider – This user role is responsible for providing draft content, based on pre-defined types already created by the Neighborhood Leader, for one or more areas of the neighborhood.  The information they submit will be reviewed and approved by a Content Manager prior to posting on the live website.  

Inside NAVSEA City Neighborhood Leader Responsibilities

All NAVSEA personnel who have been assigned to the role of Neighborhood Leader in the Inside NAVSEA City Web Manager program:

1. Shall be responsible for defining the purpose of your neighborhood, the type of content to be created as well as all of the information that is posted within your neighborhood.  You will ensure that all the Content Managers and Content Providers understand and adhere to the security level of their area and receive adequate training.  If there a document is posted in your neighborhood that is above the level Inside NAVSEA City was created to support (such as a confidential document), the Neighborhood Leader is responsible for notifying SEA00I of the security violation.  The highest classification of information that Inside NAVSEA City can support is Controlled Unclassified Information.   This marking is applied to unclassified information that may be exempt from mandatory release to the public under the Freedom of Information Act (FOIA).  This information should be maintained in a closed neighborhood.

2. Create accounts for both Content Managers and Content Providers in Web Manager for your Neighborhood (if they don’t already exist within another neighborhood) and make sure that they receive adequate training on their roles.  The preferred method is classroom training provided by SEA00I, although current user manuals are available in Livelink in the Inside NAVSEA City Documents folder.  Ensure that all Content Managers and Content Providers understand the purpose of your neighborhood and are providing content that is appropriate.  You will clearly define the type of content to be maintained within your neighborhood and create the modules, page layout and decide who will be responsible for keeping the information up to date.  If your neighborhood is sufficiently complex, you may choose to create a set of business rules for your site and use your content managers and providers to help you establish rules for your site.  You are responsible for removing any Content Providers or Managers from the Web Manager who are unwilling to adhere to this policy and post inappropriate content or in some other way misuse your neighborhood. 

3. Will clearly define the type of content to be maintained within your neighborhood and create the modules, and page layout. In addition, the Neighborhood Leader creates and selects content types, modules and folder areas. You will be responsible for establishing content maintenance policy for your neighborhood.  Hit statistics and content status reports are available to leaders to help them with the supervision of their neighborhoods.  Neighborhoods may create sub-neighborhoods.
4. Will follow the following security policy:

· You will not disclose your password to others.  

· You must change your password immediately if you suspect that someone else may know your password.  If you think the passwords of any of your Content Managers, Content Providers, or users that have access to any of your closed neighborhoods has been compromised, it must be changed immediately.

· Passwords should not be recorded where they may be easily viewed.

· Passwords will change at least every 90 days.

· You shall use passwords that cannot be easily guessed by others and must contain 8 alpha-numeric characters.

· You shall log out when leaving a workstation or use a password-protected screen saver. 

· For closed neighborhoods, you shall enforce and uphold the Access Plan, which is documented herein, allowing access to closed neighborhoods to only those individuals identified within this document.  If the level of protection of information within the Neighborhood changes, a new Neighborhood Leader Agreement must be signed.   You are the only person who can approve the request of users who apply for access to your closed neighborhood.

Creating a Sub-Neighborhood

If you determine that a sub-neighborhood is required to clearly display your organization’s content, you may create one within Web Manager.  All of the responsibilities listed above apply to the sub-neighborhood.  

When to Use a Closed Neighborhood

The Neighborhood Leader is responsible for the information within his/her area of Inside NAVSEA City, which includes the decision as to whether or not the information should be protected by creating a Closed Neighborhood.  Although Neighborhood Leaders have the capability to close any of their neighborhoods, it is recommended that information requiring the protection of a closed neighborhood be isolated in a sub-neighborhood so that you can still share less sensitive content with the Command.  

As you review your content, keep in mind that the highest level of security that Inside NAVSEA City can support is Controlled Unclassified Information or For Official Use Only.  We expect that most of the information you will be posting will be unclassified, but just to make sure we have included some guidelines for determining the level of classification of the information you plan like to post.  

Non-Sensitive.  Loss or compromise of the data should not result in adverse impact on NAVSEA or other Government operations.  This information would have to be released to the public if requested through a Freedom of Information Act (FOIA) request.  You may leave this information in an open neighborhood.

Controlled Unclassified Information. Unclassified data that requires the application of controls and protective measures for a variety of reasons.  Loss or compromise of the data might result in an adverse impact on NAVSEA or other Government operations.  This information should be posted in a closed Neighborhood.

For Official Use Only (FOUO). This marking is applied to unclassified information that may be exempt from mandatory release to the public under the Freedom of Information Act (FOIA).  This information needs to be password protected, so within Inside NAVSEA City it must be placed in a closed neighborhood.  

U-NNPI/NOFORN.  Unclassified Navy Nuclear Propulsion Information and Not Releasable to Foreign Nationals.  Currently, Inside NAVSEA City has not been accredited to process U-NNPI/NOFORN information.  Posting of this information is strictly forbidden and is considered a security violation.

All categories of Controlled Unclassified Information (For Official Use Only, unclassified technical information with distribution statement, etc.) must be posted to a Closed Neighborhood that restricts access to the information to specific individuals identified and approved by the Neighborhood Leader.  The exception to this is listings of personnel, which may appear in open neighborhoods.  If you need more information on FOUO, read through the Freedom Information Act information that is available on the NAVSEA public website. The DoD Website Administration Policies and Procedures document (an electronic copy is located at http://www.defenselink.mil/webmasters/policy/dod_web_policy_12071998_with_amendments_and_corrections.html) has some excellent guidance and examples in Section 3.5.3 and 3.5.4 to help you understand this subject better.  Remember that not all unmarked documents are free of FOUO information.  If you have any questions about FOUO, contact Judy Wise, at (202) 781- 2451.

Completing Your Access Plan

If the Neighborhood is open, any individual, including all military, civilians, foreign nationals and contractors who have access to any workstation that is capable gaining access to any NAVSEA network (including all field activity networks) will be able to see your information. For various reasons you may decide to close it to limit the audience.  Understand that when you close a neighborhood, you will be personally approving each person who requests access to your closed neighborhood.  Identify below all of the activities or groups of people that you intend to have access to your information.  If you plan to leave your neighborhood open, add “All” to the Activity column.  A sample appears below for an open neighborhood:

	Activity 
	Military
	Civilian
	Foreign Nationals
	Contractors

	All
	
	
	
	

	
	
	
	
	


Here is a sample access plan for a fictitious closed neighborhood for SEA00I.

	Activity 
	Military
	Civilian
	Foreign Nationals
	Contractors

	SEA 00I
	0
	ALL
	0
	ALL

	NSLC DET LANT
	0
	ALL
	0
	0

	SUBMEPP
	ALL
	ALL
	0
	0


Eventually you will be able to add users from outside of the Command by using PKI certificates.  At that point you will be given instructions on giving those users access and you will need to consult with us before implementing.  

Updates to the Neighborhood Leader Agreement and Access Plan

You will need to get a new neighborhood Leader Agreement signed if you change leaders.  If you add or remove groups to the access plan for the closed neighborhood, or if you decide to close an open neighborhood; you will need to send us an updated and signed access plan.

Other Details 

If your computer workstation or network system has been compromised, or you believe that it has, or if you have experienced any types of AIS security incident, notify the Deputy CIO for Information Assurance, Tony Geddie, at 202-781- 3014, immediately.

Violations of this policy or NAVSEAINST 2300.1 (Subj: Guidance Concerning the Use of NAVSEA Communications Systems) may result in loss of access privileges and/or other appropriate administrative or disciplinary action.  Personnel may also be subject to criminal or civil penalties under applicable federal statutes, as well as administrative sanctions, for violations of information security requirements or restrictions on disclosure of trade secrets, Privacy Act information, contractor bid or proposal information, or source selection information.  For military personnel, sanctions may include disciplinary action under the Uniform Code of Military Justice.
Neighborhood Leader Agreement

Name of Neighborhood Leader: ______________________________________________

Name of Neighborhood(s): __________________________________________________

As a Neighborhood Leader, you will need to sign only one copy of this document whether you own one or many neighborhoods.  

Acknowledgement

I have received and read a copy of the “Neighborhood Leader Responsibilities and Agreement” and accept the role of Neighborhood Leader for my organizational unit, fully understanding my responsibilities regarding access and use of the Inside NAVSEA City Web Manager and affirm that I will comply with the statements, terms, and conditions set forth herein.  I understand that the support contractor that provides system administration services (Burke Consortium) is capable of viewing all information placed in any neighborhood.  If I decide to change the access plan for my neighborhood, I will submit a revised, signed form.

Printed Name: ________________________________

Signature:  ____________________________________
Date:  __________________________

Return the signed copy of this page to Judith Oliver, Washington Navy Yard Building 197 3W3815.

Neighborhood Access Plan

Name of Neighborhood Leader: ______________________________________________

Name of Neighborhood: ________________________________________________

You will need to complete one Access Plan for each of your neighborhoods, whether it is open or closed.  Please select the category(s) of information contained in your closed neighborhood (check all that apply):

___ Non-Sensitive (Subject to release under the FOIA)

___ Controlled Unclassified Information (you should consider placing this in a closed neighborhood)

___ (FOUO) For Official Use Only  (Exempt from release under the FOIA) (this must be put into a closed neighborhood)

Based on your responses above, please indicate if your activity will require a closed neighborhood:

____ Yes, we will require a closed neighborhood

____ No, we will operate only an open neighborhood.

Identify the activity or groups that will have access to your closed neighborhood.

	Activity 
	Military
	Civilian
	Foreign Nationals
	Contractors

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Printed Name: ________________________________

Signature:  ____________________________________
Date:  __________________________

Return the signed copy of this page to Judith Oliver, Washington Navy Yard Building 197 3W3815.
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