DAMAGE CONTROL WIREFREE COMMUNICATIONS OPEVAL ANALYSIS AND LESSONS LEARNED 



 

STATEMENT A: APPROVED FOR PUBLIC RELEASE; DISTRIBUTION IS UNLIMITED

by Stuart Rednor, NAVSEA T&E Office

I. INTRODUCTION

COMOPTEVFOR issued his report on the Operational Evaluation of the Damage Control Wirefree Communications System (DC WIFCOM), in which he recommended against approval for fleet introduction in DD 963 Class ships This was based on his findings that the system was not operationally effective. He did however state that the system had the potential to be operationally suitable. COMOPTEVFOR recommended corrective actions for the deficiencies and that additional Operational T&E be conducted to verify the corrections. The story of what happened illustrates several very important "lessons learned" in T&E. 

A. System Description

DC WIFCOM is an Ultra-High Frequency (UHF) radio network designed to reduce the response time and improve the reliability, flexibility, and flow of information during Damage Control (DC) situations. DC WIFCOM is designed to be compatible with existing repair parties, the standard Navy DC organization, and current firefighting (FF) techniques. The system installation for repair zones and DC Central (DCC) is comprised of base stations, hand-held radios, battery chargers, and a remote antenna system. The hardware consists of commercial type equipment used by public and industrial organizations. 

B. Background

The Naval Command and Control and Ocean Surveillance Center (then the "Naval Ocean Systems Center", NOSC) commenced the system engineering design efforts for commercially available interim equipment for T&E in selected ship classes. Initial technical performance tests were conducted aboard a DD 963 Class Destroyer in and included RF penetration tests as well as validation of the DC WIFCOM design concept. Similar tests were run on several frigates (FF 1052 Class and FFG 7 Class ships) to verify that the concept is compatible with frigate class ships. The first full shipset of DC WIFCOM equipment was installed aboard ship and had been in continuous operation through the OPEVAL five years later. COMNAVSURFPAC sent a personal message to the CNO Sponsor (User's Representative/Military Requirements) and COMNAVSEA praising the WIFCOM performance and asking that it be, "approved posthaste for service use and without costly modifications". The PM began work on documentation in support of an acquisition program for DC WIFCOM. Since the system involved commercial equipment, NAVSEA believed an acquisition category (ACAT) designation of IVM would be appropriate for processing the program through to Approval for Full Rate Production (AFRP). However, when NAVSEA requested a number be assigned for a T&E Master Plan, CNO assigned it as an ACAT IVT vice ACAT IVM; this meant the OPTEVFOR would be conducting an OPEVAL. 

A short "TECHEVAL" (less than one week) was conducted aboard USS INGERSOLL. NAVSEA convened the OT Readiness Review Board for the system. Because of significant shortfalls in documentation at that time, the decision to certify readiness for OPEVAL was postponed. Four months later, with the approved TEMP and related documentation in place, DC WIFCOM was then certified ready for OPEVAL 

Less than two months after OPEVAL started, COMOPTEVFOR placed the system in deficiency status. As discussed in the OPEVAL Test Plan, OPTEVFOR had taken the WIFCOM portable radios to the firefighting school in San Diego, where they failed after direct exposure to flaming fire and water spray. They never were intended to be exposed to that level of heat and water and failed to operate properly. The WIFCOM User's Guide and ships' DC doctrine were then revised to clarify this point, and to require wearing the radios underneath the protective outer clothing. NAVSEA certified readiness to re- enter OPEVAL, the firefighting school tests were conducted again, and the radios worked properly. The OPEVAL ended and COMOPTEVFOR issued the OPEVAL report. 



II. DISCUSSION

A. System Requirements/TEMP Thresholds

The determining reason OPTEVFOR considered the system to not be effective was that it did not communicate adequately between Repair Lockers. This was a requirement that was added by OPNAV as the TEMP was being prepared just prior to OPEVAL; NAVSEA considered the requirement to reflect a secondary, "back-up" capabilities at best. The TEMP was being staffed for OPTEVFOR and NAVSEA approval signatures. The OPNAV Sponsor had said he wanted OPEVAL to start as soon as possible because of the importance the Fleet was placing on getting the system. COMOPTEVFOR insisted on three new operational effectiveness parameters and asked the CNO to provide the related TEMP thresholds. They were the probabilities that communications could be established (1) between a Repair Locker and its Scene Leaders within a given repair zone, (2) between Repair Lockers and (3) between DC Central and the Repair Lockers. The PM recommended that CNO not identify these last 2 probabilities as requirements because such communications are only a secondary mode and are done at the expense of the primary mode, communications within a repair zone. The PM wrote "the emphasis given to these (latter two) options by OPTEVFOR distorts the concept of the design and injects unplanned capabilities into the OPEVAL objectives". The OPNAV Sponsor said he did not want to delay the OPEVAL over this issue, and he selected a threshold value of 0.95 for all three parameters. To protect the risk of problems in meeting the thresholds, the PM asked the Sponsor to add a few conditions. The final version that the Sponsor published read as follows: 

(1) between on-scene leader and Repair Locker: 0.95 using repair locker channels 

(2) between Repair Lockers: 0.95 when operational conditions allow use of channel 4

(3) between DC Central and Repair Lockers: 0.95 when all stations are using the same channel. 

From an operational viewpoint, the PM believed that the fact that the usual communication modes between Repair Lockers and between Repair Lockers and DC Central were through sound powered phones made it obvious that DC WIFCOM's role was a "back-up" and on an "as available" basis. Upon reviewing the test results with OPTEVFOR personnel after the report was issued, it was apparent that at some point in time, they had come to believe that inter-repair zone communication was as important as communication within a repair zone in case the sound powered phones went down and DC Central was damaged to the point that one of the Repair Lockers would have to function as secondary DC Central. 

B. TECHEVAL 

There were several shortcomings with the TECHEVAL that prevented it from being a good indicator of system readiness for OPEVAL: 

(1) It was hurriedly conducted for only four days and was limited primarily to testing to verify compliance with specifications, covering electromagnetic interference (EMI), emissions and vulnerability. The TECHEVAL report did not address how well WIFCOM worked during firefighting or DC drills (i.e., typical operational scenarios). WIFCOM had been operational on INGERSOLL for two years, and the requirement to conduct OPEVAL was imposed only a few months earlier. Since the OPNAV Sponsor wanted the OPEVAL to start as soon as possible, the PM identified the qualification testing that had already been planned as satisfying the need for a preparatory TECHEVAL. 

(2) As stated before, the three operational effectiveness parameters and their thresholds were added to the TEMP after TECHEVAL was completed. These were not specifically measured during the TECHEVAL, but the OPEVAL Readiness Review Board was convinced that favorable Fleet operational results to date gave assurance that the thresholds would be met. 

(3) The TECHEVAL report states that the system operated successfully under conditions YOKE and ZEBRA. However, during OPEVAL effective communications could only be established during condition YOKE but not with the more restrictive condition ZEBRA. This fact cast considerable doubt on whether WIFCOM was in fact tested in condition ZEBRA during TECHEVAL. 

C. The OTRR Board 

The Board proceedings were conducted in the prescribed manner. In April, once the TEMP was complete and approved, the Board met to review readiness for OPEVAL. The three thresholds for the probabilities of various communications being established had not been demonstrated in TECHEVAL (because TECHEVAL was completed before they were established), but the Board believed that the two years of prior experience in INGERSOLL provided assurance that all three could be met. At this time, INGERSOLL was deployed in WESTPAC and OPEVAL would be conducted during her return to San Diego for an industrial availability. Given the Board's "comfort level" with the PM's assurances, and the short schedule window, the Board did not consider imposing new tests to demonstrate the thresholds. To do so would have delayed the OPEVAL until after the industrial availability and would have been disruptive to the planned FY 86 procurement and installation schedule. The Board was also influenced by the fact that the fleet had been very vocal about wanting all forms of WIFCOM. The Board felt that because of the unusually strong correspondence from the Fleet on WIFCOM, the OPEVAL would be successful. 

D. Program Management Resources 

When the program began, the PM believed it would be handled as a high priority, quick-reaction effort. Because of the WIFCOM mission and the fact that it included commercially available equipment, NAVSEA believed it should be handled as an ACAT IVM (in fact, a counterpart program for using a WIFCOM type system for shipboard weapons security has been designated an ACAT IVM program). When CNO made DC WIFCOM an ACAT IVT, and the OPNAV Sponsor still wanted production to start in FY 86, no additional resources were applied to the program. During the OPEVAL Readiness Review Board meetings, the PM committed to have a ship check of INGERSOLL made since neither NAVSEA program office nor NCCOSC personnel had been there in six months. The ship check was not made; it was later discovered when OPTEVFOR placed the system in deficiency status, that there were insufficient equipment quantities onboard. Also, it became apparent during a visit by NAVSEA people to NOSC that even then there was confusion among various NOSC personnel over what the system requirements were: i.e., whether it was to communicate between Repair Lockers as well as within a single repair zone. The people NOSC assigned to DC WIFCOM were not from the Interior Communication (IC) Department. Because of manpower problems, the IC Department turned WIFCOM over to an engineering services group, the Design and Development Division of the Engineering and Computer Service Department. This division worked pretty much directly for the NAVSEA PM with negligible involvement by the IC Department. They were not familiar with OPNAV and NAVSEA T&E policies or about the prerequisites for OPEVAL readiness. 


III. CONCLUSIONS

In retrospect, there were three problems that contributed to this failure: 

(1) New test parameters and thresholds were imposed as system performance requirements well after Milestone II -- in fact, just before the Operational Evaluation (OPEVAL) that was to support Milestone III. They were the very same requirements that caused the system's performance in OPEVAL to be judged not effective. 

(2) Insufficient attention was paid to preparing the system for OPEVAL in areas such as logistics, training, and Fleet doctrine -- in a rush to accommodate the emergent requirement for conducting an OPEVAL that was imposed just before the planned Milestone III; 

(3) TECHEVAL was not of sufficient scope and rigor to properly uncover possible operational performance problems (in particular, for the newly added requirements) and to prepare the system and its operators for OPEVAL. 



IV. LESSONS LEARNED:

A. Program managers must strongly resist accepting new performance requirements identified late in the Engineering and Manufacturing Development phase of a program (or for that matter any time after Milestone II). If anyone formally recommends that new requirements be added, the PM should do a feasibility study (with testing if necessary) to evaluate the cost, schedule and performance impact and identify that impact to the CNO, ASN(RDA), and OSD, as appropriate, for a decision to re-baseline the program. To accept a new system performance threshold late in a program, even if the PM is sure the system can pass it, implies that the requirement was a dominant driver during the systems engineering and that design trade_offs were made throughout R&D to accommodate that threshold. A possible compromise approach for the CNO Requirements Sponsor and the PM that could allow the program to proceed with negligible impact is to include them in the TEMP as "additional measures of interest", WITHOUT assigned performance thresholds. OPTEVFOR will then measure and report the results of related testing, but will not use them in drawing conclusions about the system's effectiveness and suitability, or in making recommendations regarding production and Fleet introduction. 

B. PMs must ensure an adequate TECHEVAL as a build-up to and, to the extent practical, a rehearsal for OPEVAL. 



V. EPILOGUE:

Soon after this OPEVAL, NAVSEA made it a visible policy that TECHEVAL is to be used as a rehearsal for OPEVAL. In the NAVSEA Instruction on Test and Evaluation, it says, "TECHEVAL shall be treated as a rehearsal for OPEVAL, conducted on the same system and generally under the same conditions as the OPEVAL to follow. TECHEVAL is not a test_and_fix exercise, but is primarily a demonstration that the entire system, including its logistics support and its operator and maintenance personnel is ready for OPEVAL. The test plans and test reports therefore shall compare actual performance to the Operational T&E thresholds identified in the TEMP. Provision shall be made in the test plan for meaningful evaluations to be made in ... system effectiveness, survivability/vulnerability, reliability, maintainability, compatibility, interoperability, spare parts support, technical manuals, training, transportability, safety, and human factors. These areas shall be evaluated while fleet operators and maintenance personnel (vice engineering and technical representatives) are in control of the system." 

