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Abstract:

The primary purpose of Test and Evaluation (T&E) is to reduce risk. Given today's reduced budgets and restrictions on testing; where should a program's test manager bet his limited test resources? One cannot afford to play roulette with testing given the cost of coming to the T&E table. All testing provides insight and helps identify "unknown-unknowns". When faced with financial or a schedule constraints, testing is usually cut horizontally attempting to cover as many different test requirements at the expense of depth. We have reached a point where we must test smarter. We need to pick the right assessment tools to make vertical cuts in our test strategies. Where should the T&E bet be made for the maximum payoff?

Once a system has reached a level of maturity to be field tested the question becomes one of what types of tests should be conducted? Should one field test the difficult - and costly - scenarios and model the simple; or visa-versa. Conventional wisdom currently favors the former. This paper proposes that more "simple" testing within the expected realm of performance is a smarter bet than fewer, more complex tests to overall program risk and completion of the test program.

Figures and Tables:

Figure I - Generalized Plot of Testing
Figure II - Optimized Test Strategy Behavior

Abbreviations:

ASW -- Anti Submarine Warfare
CNA -- Center for Naval Analysis
DOD -- Department of Defense
M&S -- Modeling and Simulation
T&E -- Test and Evaluation

WHEN SHOULD I TEST?

The primary role of Test and Evaluation (T&E) is to assess technical risks and minimize those risks with feedback into the engineering process. T&E is the critical assessment element within the DOD acquisition process. As such, all testing is considered valuable; first, to affirm expected performance and secondly, to help identify "unknown-unknowns". The expectations today are to inject as much realism into our field testing (a generic term used to describe testing of a mature item in a realistic environment) to stress the system throughout its performance regime. Unfortunately as realism increases, conducting the test may become more of a driver than the value of the outcome.

For a typical test program shown in Figure I, we see tests grouped at the center of the expected performance region with excursions to the limits. As the cost of testing in the field increases, the ability to perform these excursions decreases. The T&E manager must rely on other analytical methods, such as modeling and simulation (M&S) to help populate the envelope. This paper focuses on one aspect of test planning, namely the decision whether or not to perform complex testing in the field. Today, we tend to model the expected performance and save field testing searching for "unknown-unknowns". It will be argued that when faced with a tradeoff, it is frequently better to perform many "simple" field tests and save the complex scenarios for modeling or simulation.

This paper examines aspects of testing in the field and M&S to determine which tool is best suited for which job. No attempt will be made to relate the relative value of attempting or failing a test. This paper will focus on the Test or No-test decision. It will be surmised that keeping field testing simple allows you to meet test objectives quicker with a higher probability of meeting overall program goals. Additionally, that testing in realms at or beyond the threshold are better suited for M&S. When faced with an option, it is recommended that more "simple" field testing within the expected realm of performance is a smarter bet than "complex" testing.

T&E REALITIES

A good test manager tests throughout the expected realm of performance. The threshold is by definition the minimum performance requirement to field the system, thus expectations are that all testing be conducted at or just beyond threshold limits. Unfortunately when faced with programmatic constraints, T&E, either in scope, resources or schedule are routinely sacrificed. These constraints are not only the fiscal resources to conduct testing and procure test articles, but also asset availability to support the event. Additionally, local political and environmental concerns are limiting where testing can be conducted. Horizontal cuts are made across the test matrix to maintain breadth at the expense of depth.
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Figure I - Generalized Plot of Testing

Fortunately for the test manager, there are new trends in acquisition management which will help rethink how T&E is planned. Models, simulation and analysis are being better utilized in filtering approaches before committing limited resources into building and testing prototypes. No longer will one have to wait for T&E to answer fundamental design questions. Additionally, the milestone decision authority is accepting higher levels of uncertainty. Statistical confidence is no-longer a driver and decisions can be made by examining data from various sources such as analysis, modeling, simulation, and sub-element tests in addition to field tests.

What this implies is that once the commitment is made to build prototypes, field testing can now be focused on where it is absolutely required. The trick is deciding what types of tests are to be conducted.

COMPLEX FIELD TESTS COST MORE

There is nothing illogical about increased complexity costing more. But is the outcome worth the cost? Field testing can be conducted on or off a range. The field introduces elements into the test which cannot be easily simulated such as environmental effects, system and subsystem interactions and human behavior. For the purposes of this analysis, field testing is grouped into two very broad, and subjective categories; simple and complex. A simple test is one where the event is conducted within "normal" capabilities, methods and tactics and does not require changes to safety, control procedures or management processes to accomplish the event. The primary goal of a simple test is to assess the test article itself with less emphasis on secondary interactions. These tests generally reaffirm expected performance predictions. Conversely, a complex test introduces more elements to assess interactions whether or not directly linked to the test article itself. Examples of complex tests are: two or more incoming missiles against a defending target; submarine evasions outside the submerged operating envelope; charge size requiring new environmental assessments; ASW prosecution in torpedo development.

In these examples, the effort required to successfully plan, set-up, coordinate, run and analyze the test event exceeds that under normal conditions. This complexity has a direct relation to cost. For example, in support of a torpedo upgrade program, up to ten torpedoes could be exercised per day on range if the scenarios preposition the shooter and target at time of fire. But possibly only three events could be attempted if the shooter is required to detect and track the target before firing. The test cost increased three-fold by incorporating ASW prosecution into the scenarios. The increased complexity increase understanding of the entire ASW engagement, but it detracted from assessing torpedo logic. It is safe to conclude that as test complexity increases, programmatic expense (in terms of time, cost and risk of completion) increases, but without necessarily a corresponding increase in understanding of the article under test.

COST MEANS RISK

Is there a correlation between increasing the cost of testing and the ability to meet overall test goals? In a 1995 paper, Dr. R. Bruce Parry presented a model which showed that testing can be minimized by assessing the probability of successfully conducting the test based on cost. Analysis showed that for one-shot test events, such as bullets, bombs and missiles, the more expensive the test, the cost (in terms of achieving overall test goals) of failure (poor test attempt or failed test) increased. Costs are weighted by the probability of the cost being incurred by failing a test. These "costs" are not only the direct cost of the test itself (assets, range time, fuel, etc.) but also living with the results. Generally speaking the cost of incorrect evaluation (passing when it should be failed, or failing when it should be passed) exceeds the cost of correct evaluation (passing when it should be passed, or failing when it should be failed). The probability model analyzed past test history to determine if testing should continue, stop with system pass, or stop with system failure Figure 2 graphically depicts a generalized output of the behavior of the model used in the analysis. The regions are defined as follows:

Pass - Indicates that one should quit testing and pass the system
Test - Indicates that one should test further
Fail - Indicates that one should quit testing and fail the system

[image: image2.jpg]Optimal Test Strategy Behavior

Increasing Number of Failures
—_—

Increasing
Number
of Tests

Figure II - Narrowing and shifting of the “Continue
Test”region as cost-to-test increase. Based on

“Testing to Minimize Expected Costs”, By Dr. R.B.
Parry





Figure II - Narrowing and shifting of the "Continue Test"

It was shown that the Test (uncertain) region narrowed and shifted to the left as test costs increased and that the region of Pass (acceptance) region decreased. The Test region also necks down as the number of tests increases. As the cost per test is raised, it ultimately becomes too expensive to test the system and one uses what data is on hand to assess the system. Conversely as the cost of the test is lowered, one could test to system pass or quit and declare success earlier and minimize total expected cost. The author recommended that a test manager use a probabilistic based approach to minimize the expected total cost rather than to some fixed statistical pass threshold criteria. It can thus be shown analytically that a more costly test increases the risk of not meeting test requirements.

COMPLEXITY IS RISK

Can the "one-shot" test of the above study be correlated to a complex test? It is true that as test complexity increases, the management attention necessary to execute the test event also increases. Over time, the attention and effort to accomplish the complex test may even surpasses the value of the results. The complex test begins to mimic the one-shot events addressed in the above study in two major ways: First, in a one-shot test, the test item is consumed. Test article costs cannot be amortized with reuse. Similarly, as complexity increases, the resources necessary to execute the event cannot be easily "reused" to get back the return on the investment. This is evident in complex combat systems tests where weapons, targets and countermeasures are consumed. Secondly, even if consumables were reusable, the ability to replicate a complex event (setup, timing, reaction) for comparison purposes or to build a data base, decreases. As complexity increases, the event becomes unrepeatable. It can be safely stated that the least cost test strategy model above can be applied to complex tests. The logical conclusion is that simpler tests allow you meet overall test goals sooner with a higher probability of success.

COMFORT WITH M&S

M&S used to support T&E evolved from Engineering/Design models. Because of where T&E falls in the development process, it has never been a driver in M&S development. T&E capitalized on investments made in other disciplines and adapted the product for its own use. The T&E M&S fidelity and timing requirements mimic those for Engineering more so than for training M&S. It is no wonder that when we adapt Engineering/Design Models for T&E purposes we expect the results to be a close approximation of the expected outcome in engineering. We have developed a high confidence in our ability to mimic performance in expected realms and feel comfortable simulating simple scenarios to reinforce the expectations of design. Fortunately, the same arguments can be presented for complex testing. Scenarios can be repeated economically and variability minimized for comparison. The complexity or performance envelope can be altered in multiple iterations as "unknown-unknowns" are discovered. Scenarios can be developed that are not possible in the field and M&S can expose flaws early which would keep tests from being conducted in the first place. But to use M&S efficiently and economically, element fidelity must diminish as the complexity of the scenario grows. This fidelity is closely linked to system level maturity. As system level maturity increases, the flexibility M&S provides for probing the difficult is more advantageous than its ability to validate the obvious.

TEST THE EASY

A test, no matter how complex it becomes, is itself a simulation. The test is a microcosm of the real world. Since realism is equated with complexity, some see simple tests in the field as nothing more than a rigged demonstration. In reality, the test manager can gain real-world insight by keeping tests simple. System characteristics such as reliability, subsystem interoperability, utility and manufacturing variation are not easily predicted by M&S. Failures can be more easily attributed to the cause if the interactions are minimized. Finally keeping testing simple keeps them repeatable which allows performance to be validated and trends mapped. This consistency is critical to validate the M&S so they can be used in the untestable realms of the performance envelope.

CONCLUSIONS

We are enamored with the idea of the "hard" field test; to toss the kitchen sink at the system and see if it still swims. This complexity unfortunately comes with a high price tag in terms of management attention, cost and probability of failure. It has been shown that keeping a test simple allows you to test more or quit testing earlier with higher confidence and evaluate aspects of performance ill-suited for M&S. The test manager should always strive to develop a strategy which tests throughout the entire performance envelope. When faced with constraints, given all else equal, it is recommended that more simple field tests be conducted over complex ones. The consequences of not fully knowing threshold performance is lower than not validating expected performance.

BIBLIOGRAPHY:

1. Testing So As To Minimize Expected Cost (U), 1995; R. Bryce Parry, Center for Naval Analysis (CNA) supporting COMOPTEVFOR (VX-1)

