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Abstract

This paper discusses a proposed approach for Development and Operational Testing (DT and OT) of systems undergoing technology upgrades either as part of an acquisition program (ACAT) or as in-service upgrades.  The current thrust in DoD moves away from all-new, well-defined, full-up system acquisition to one of progressive capability infusion into existing systems regulated by cost.  The proposed process relies less on fully quantified performance measures from which to base Test and Evaluation (T&E), and more on using T&E results to baseline the upgrade.  This approach will allow the PM greater flexibility to infuse technology into existing systems while at the same time allowing the OT communities access without the effects of the full acquisition process.

Acronyms

ACAT – Acquisition Category

CASE – Computer Aided Software Evaluation

COTS – Commercial Off-The-Shelf

DT – Development Test

DoD – Department of Defense

MDA – Milestone Decision Authority

MOE – Measures of Effectiveness

MOS – Measures of Suitability

NDI – Non-Developmental Item

OA – Operational Assessment

OOC – Observation of Operational Capability

OPEVAL – Operational Evaluation

ORD – Operational Requirements Document

OT – Operational Test

OT&E – Operational Test & Evaluation

OTD – Operational Test Director

SDC – Statement of Desired Capability

PM – Program Manager

TEMP – Test & Evaluation Master Plan

T&E – Test and Evaluation

Introduction

The current approach to requirement definition and operational testing mandated by the current DoD 5000.2 instructions is not keeping up with current methods in combat and weapon system evolutionary acquisition.  The emphasis today is to add progressive capability into existing systems by infusing current post-milestone III systems with state-of-the practice technology to better manage the life-cycle and reap the less well defined performance gains that we know are there.  The Program Manager needs a process that accepts and encourages evolutionary practices already being used by the acquisition community.  The acquisition workforce needs a process that relies less on clearly defined end-states up front, and more on establishing rolling performance baselines with OT. 

Current Policy
The current “try before buy” approach to defense system acquisition outlined in DoD 5000.2 relies on Test and Evaluation (T&E) as the primary vehicle to verify that a designated acquisition program system has met its effectiveness and suitability requirements before transition to production.  The assumption, and current Navy T&E policies outlined in SECNAVINST 5000.2B were built around, the premise that we knew what we wanted to do, could determine the performance we wanted, and had the resources necessary to meet the need.  When the emphasis in the mid-1990’s shifted from acquiring new systems to that of upgrading existing systems, the T&E process attempted to keep pace by covering as many of these efforts under the DoD 5000.2 directives.  The intent was to apply the discipline of the major system acquisitions to those upgrade efforts.  The administrative costs (fiscal and schedule) as well as the lack of flexibility of this policy for upgrade programs encouraged circumventing the formal acquisition process.  The problem is how best to ensure that upgrades within and external to the acquisition process are tested sufficiently to ensure the fleet is receiving what it asked for.

The COTS/NDI Dilemma

The clash between policy and practicality is demonstrated in the infusion of commercial off-the shelf/ non-developmental item (COTS/NDI) technology into existing post-Milestone III systems.  These efforts are usually outside of the acquisition process or are packaged as ACAT III or IV block upgrades to formerly ACAT I or II programs.  The primary requirement is typically to infuse COTS/NDI into combat and weapons systems to lower life cycle costs and provide the fleet with current state-of-the-practice sensor and processing capabilities.  There are implied increases in performance effectiveness derived from improvements in the man-machine interface and in system capacity and speed.  These effectiveness gains usually cannot, or are not due to limitations in our modeling and simulation (M&S), be quantified with a sufficient degree of confidence to be shown as a new requirement worthy of an Operational Requirements Document (ORD) revision.  Nevertheless, the current policy rigidly captures these efforts under the acquisition umbrella forcing the T&E program to develop measures from which to test to or default to the original pre-Milestone III measures of effectiveness and suitability (MOE/MOS). 

Therein is the rub.  The current OT&E policies outlined in DoD 5000.2 and the SECNAVINST 5000.2B are based on performance and configuration objectives (i.e. the “end-state”) being sufficiently defined such that a robust test program can be built around them and that assessment can remain objective.  Without clear measures, the OT&E community has few options but to reassess the entire system effectiveness and infer the adequacy of the upgrade to total system performance.  This leads to longer and more complex operational tests than is necessary.  The objective is to infuse upgrades into our systems, which are not fundamental performance upgrades, without painting them as new-start acquisitions.  This must be done with appropriate testing commensurate with the scope of the upgrade.

OT&E and Evolutionary Acquisition

The Test and Evaluation Master Plan (TEMP) and OT plan are currently structured from MOE and MOS derived from the ORD.  The system to undergo test in the future is described in sufficient detail in the TEMP to capture its production configuration so that OT is conducted to assess the system against its requirement and thus meet the “try-before-buy” mandate.  The philosophy, and our paradigm, is that we know clearly what we want, how it is to perform and are able to craft a T&E strategy to “try”(test) “it” (a specific configuration) before we buy.

Evolutionary acquisition implies that the end-state is not well defined at the moment of program inception, thus requiring a series of incremental (evolutionary) steps to either further define or correct the direction of the approach.  It appears that most recent COTS/NDI evolutionary upgrades do not involve fundamental changes in effectiveness performance as their primary selling feature.  This is a fundamental shift away from the threat-based performance emphasis in the 1980s and early 1990s.  Evolutionary acquisition, especially one with emphasis on COTS/NDI throws three significant hurdles in the path of the current T&E process.  The first is that performance requirements are not well specified up front at the upgrade level.  Requirements are refined along the way as new information is learned from every DT and OT event.  The second is the lack of a defined “end state” up front from which to bound the scope of the test.  We seem to know for certain what configuration and functions will be tested usually just before the start of the OT.  The third, and less bureaucratic of the previous two, is that testing COTS/NDI infusion is not yet well understood and codified. 

T&E of COTS/NDI 

It is worth digressing a bit to address the last hurdle, since it will be key to the solutions being proposed in this paper.  A full examination of this topic is worthy of a separate paper.  There appears to be two approaches emerging within the T&E community for assessing COTS/NDI infused products on existing system performance.  The first approach is what I call the “healthy kernel” and the second is the “controlled infusion”.
The first is one in which the majority of the DT is spent characterizing the capabilities and limitations of each major COTS/NDI element before full integration.  A much smaller portion of DT is then spent examining full system performance with the integrated “kernels”.  This approach is analogous to that used in software “best practices” development where each software element is tested to ensure that performance criteria are met and there are no hidden flaws before integration into a module; essentially a “healthy” kernel.  Future OT then is free to focus on full system operation for which the CNOTS/NDI items are merely transparent elements.  The advantage of this approach is that it makes the DT task easy to define and OT is focussed on higher level war fighting MOEs.  The disadvantage in this approach is that we are not yet to the point of fully and automatically assessing the “health” of COTS/NDI components unlike for software when CASE type tools are used.  To accomplish this would require expert test stimulators and a-priori knowledge of the architecture and engineering logic that went into the design.  Without this knowledge, there may be either excessive kernel testing at added cost and schedule or too little testing at increased risk during integration.

The second approach makes the assumption that the COTS/NDI elements can never be fully characterized by themselves.  DT is conducted in incremental steps with the COTS/NDI elements integrated into subsystems from the start.  The complexity of the testing increases as the sphere of COTS/NDI influence on interfacing systems increases.  The objective here is to learn about the influences of the COTS/NDI elements as we learn more about the integrated system.  Because the lines quickly blur between overall system performance and COTS/NDI element influences, the OT director (OTD) must be involved from the earliest stages of development throughout the test program.  The advantage of this approach is that the emphasis is always at the system level and the measures can be kept at a high level.  The test program is transparent to a degree to the specific COTS/NDI item and thus allows more flexible infusion of the latest technology.  The OT can comfortably be conducted at the system level with confidence from being involved in early land-based testing.  The disadvantage with this approach is that it requires robust system integration facilities that allow the inputs to be sufficiently varied to thoroughly exercise the system.  This approach could easily lead to a false belief that unknowns have been uncovered.  Additionally, there is always the potential conflict of having OT involvement providing real time recommended changes under fixed development resource constraints.

The trend appears to favor the “controlled infusion” approach since we know less of the COTS/NDI products up front and we need the user input during development.

Impact on T&E

Even under the best of circumstances, T&E of evolutionary “cotsified” (a generic term for a system infused with COTS and/or NDI) systems using the current acquisition T&E process is cumbersome and not reflective of the reality of how our systems are upgraded.

Without a new process, Acquisition T&E defaults to either forcing each upgrade into a “mini-acquisition” program or bundles a number of upgrades into an ACAT effort with many OT phases in between.  The first attempts to define the performance contribution up front and use a series of OTs (mini-OPEVALs) to support what are the equivalent of mini-milestone decisions.  The second attempts to develop global warfighting measures of the end-state, from elements which may have no direct relevance to a warfare MOE.  In either case, the OTD must decipher how well the increment contributed toward meeting the end-state requirement.  The disadvantage here is that this leaves both the DT and OT communities vulnerable since the adequacy of each increment is now very subjective.  The amount of testing required can become very open ended depending on how big of a subjective sphere of influence is drawn around the upgrade.

Both of these approaches are very dependent upon the personalities of the testers involved, the past history of the program and the office managing the development.  A very close, long-term, working relationship between the developers and testers is a fundamental requirement.  

All the testers really want is an authoritative, fundamental description of the functional performance requirements from which to assess the upgrade.

Proposed approach

The objective is a process for evolutionary COTS/NDI infusion that is requirements-based, flexible, has the involvement of the OT community and does not force the effort to be an ACAT program unless the PM and the MDA wish it to be.  The approach is to use T&E to document the contribution of the evolution based on the configuration and capabilities at the time of the evaluation and not some final end state, which may be unknown.  The process begins with an agreement by sponsor and the PM in the form of a “Statement of Desired Capability” (SDC) which outlines a series of desired functions or objectives beyond those that exist today.  This document would also outline the general cost and schedule constraints necessary to bound the effort.  There would be no need to revise the ORD, for those programs that had one, since the objective is to maintain current baseline effectiveness.  The PM develops the system to a point close to either the schedule or cost constrained demonstration date where the sponsor would define is adequate.  The system configuration would then be struck at that time just prior to the start of test and formally documented.  OPTEVFOR would conduct an observation of operational capability (OOC) with whatever resources were mutually agreed to either in a formal TEMP or a Master Test Plan, depending upon the scope and complexity of the effort.  The testing would exercise the system in operationally realistic scenarios to focus on the upgrade’s contribution to system operation.  The testing would not attempt to measure the system against some pre-determined thresholds or imagined end-state.  This would require the OT community to be flexible in designing scenarios, not to look for the weakness in the system (shortfalls against requirements), but to evaluate increases or decreases in current capabilities.  The advantage of this approach is that the sponsor has the flexibility outside the Milestone process to assess the value added of the infusion and decide on the scope of the next phase.

Implementing the Change

The essential building blocks to support this approach are either already codified or have been demonstrated.  The “Statement of Desired Capability”(SDC) would take the form of a once commonly used ORD Clarification Letter from the sponsor to the PM.  SECNAVINST 5000.2B would require a revision to address the utility of the SDC for technology upgrades whose primary purpose is not performance improvements.  The  configuration baseline agreed-to before testing  would be the same as the current “Statement of Functionality” in the existing SECNAVINST 5000.2B, used for minor software upgrades, but expanded to cover hardware and software.  The “Observation of Operational Capability” report is just beginning to be used by OPTEVFOR for technology demonstrations.

This proposed approach addresses the major concerns raised by the T&E managers and the PM for a process that keeps pace with what the community is already doing.  This process allows for defined authoritative need, the option to act as an acquisition program, OT community involvement, and flexibility to infuse technology up to the start of the operational assessment.  An early version of this new process was used quite successfully for the SQS-53D Surface Ship Sonar and is being used to a degree as the model for the AN/BQQ-10 Acoustic Rapid COTS Insertion Program.  The new proposed changes to the DoD 5000 series instructions move toward an evolutionary acquisition approach reflecting what we are already doing.  The Program manager needs a flexible T&E process to reflect the nature of how combat and weapon systems are procured today.  This process if implemented on a wide scale would go a long way toward getting technology into the fleet faster and with the rigor necessary to ensure the war fighter is not being shortchanged in the rush to keep pace.
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