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Facilities for Experimentation  
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LulzBot TAZ 3 3D Printer  

Kinect  

Mobile  
Devices 

OCCULUS Rift 
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Presenter
Presentation Notes
(real rough) Order:  facilities, challenges, processes, workforce development.  Facilities will have ric picture, challenges on same slide.  Processes will be the hack slide.  Workforce development will be the last slide.An innovation process needs key properties in order to succeed:  Facilities, challenges, processes, and a workforce.  FacilitiesFacilities for experimentation and test.  One example is the USW Rapid innovation center (RIC) which was officially opened by the VCNO in May of this year.  The RIC is a place which can be used as an intellectual launch pad for ideas and concepts.  It is used as a place for inspiration and creativity and holding events such as hackathons to be discussed shortly.  Space and tools are provided to create quick mockups and support development process through ideation.  Technology such as 3D printers, ipads, and oculus rifts are provided to further experiment and refine the idea.  A gaming group uses the space to explore concepts in  fleet battle school.  – a space for industry teaming and ideation.    Rules are relaxed in a legal way.  For example, while wireless is not allowed on the NUWC campus, the workforce is allowed to use wireless  inside  the RIC boundary by providing the core security infrastructure and operating procedures to allow immerging technologies to be used while maintaining necessary IA controls.Challenges to focus innovationWhile we can dream up big ideas on anything, what does the navy really want?   Innovation not tied into the ecosystem in which it lives is not advantageous (biologically fit).  While opportunities abound over a wide range, the opportunities must fit with Navy needs and be lined to the naval strategy.  Navy guidance, talking to the fleet, customers and stakeholders provide the insight needed to focus ideas that are valuable (valuable problems).  Leadership challenges such as the slack hack and cyber challenge make this tangible to the workforce and become a reality.(Transition to hackathon slide)Processes to create outcomes:Processes are needed to guide and control the flow from idea through concept development.  One process to be discussed is the Hackathon ---(anoter would be the 219 process)Workforce DevelopmentAnd of course, we need the Workforce to do the innovation.  While most companies can hire bright employees, the challenge is to create an employee with the proper background and perspective in order to be useful.  Part of this is K transfer and sharing as well as workforce development and growth.
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• You are a member of a foreign power, hostile to the 
United States 

• Members of the US Navy are running a COTS UUV 
off your coast 

• This vehicle is caught in a fishing net, and you bring 
it aboard for analysis 
 

• Find out what they were doing?  

• Slow their efforts?  

• Install malware?  

• Leave intact for re-introduction?  

• Explore and demonstrate  
potential electronic attacks  
which could abuse critical  
information stored on  
the vehicle 

 

Cyber Security Challenge 2015 
Understand, Detect and Defeat the CYBER Kill Chain 

 

Is it possible to… 
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Presenter
Presentation Notes
(Caderock and Keyport participating potential video show young workforce)NAVSEA pillar, workforce development overwhelming response extended to other warfare participantsCybersecurity is a new of NAVSEA’s pillar and something that NUWC and our partners are heavily involved in.  As a leadership challenge and workforce development initiative the cyber challenge was created.   Cyber ChallengeHacking in the sense of Hackathons refers to the activities and events in which a large number of people meet to collaborate and innovate. And then there’s the more traditional definition of hacking, which is secretly gaining access to a computer system in order to get information or cause damage.   Division Newport recently conducted a traditional hack that we called the Cyber Challenge. The challenge was to ethically hack into an unmanned underwater vehicle or UUV for what’s known as “Red Team Hacking” or “Penetration Hacking.” This effort included participants from every department at Division Newport, along with members from Division Keyport and NSWC Carderock. Our scientists and engineers were challenged to hack into UUV software with software networking tools.  Prior to the challenge they received training on how to use these tools and attack methodologies.Each team was given a list of nine objectives with multiple objectives within those objectives. Each team was also provided with a tactical UUV - in this challenge, it was the IVER2. Team members were given independent work time to go to the Division Newport’s Rapid Innovation Center or RIC to do background research as well as participate in the hacking contest.  The event was run like a game show.   If a team got stuck on an objective they would ask for a hint. If they took the hint, they only earned half the points. If a second hint was given, then it’s half again. The team with the highest score wins. Our tiebreaker was the tem who hacked the fastest Originally, organizers thought they would have two teams competing but as word got out, it became more popular and more people were interested in participating so we expanded the challenge. RESULTS to follow. This information is for Mary W. only and cannot be disseminated because it would give future competing teams an unfair advantage. Article will not be posted until after the final challenge.For more information on the UUV Cyber Challenge, representatives from the winning teams / challenge organizers will be under the Tent near Topside. (reword this)  



4 

Zenmap 
Metasploit Framework 

Wireshark Nessus 

Defense Vulnerability Insight Laboratory (DeVIL) 
Developing our Cyber Security Workforce 

FACILITIES PEOPLE 

TOOLS 
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CYBER SECURITY END-TO-END EVALUATION 
NUWCDIVNPT Campus Network Supports Vulnerability Insight & Certification in Development of 

Secure & Resilient Submarine Systems & Architectures 
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File: NAVAIR Brief 
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Future War Stories 
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