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WARFARE CENTERS

NUWC Keyport
Keyport, WA

NSWC Port Hueneme
Port Hueneme, CA

NSWC Corona
Norco, CA

The NSWC operates the Navy's full spectrum research,

development, test and evaluation, engineering, and

fleet support centers for offensive and defensive Naval Ship Systems

systems associated with surface warfare and related NSWC Crane Engineering Station NUWC Newport
areas of joint, homeland and national defense systems _Crane, IN Philadelphia, PA Newport, RI
from the sea. B

N

NSWC Headquarters
Washington, DC

AT

NSWC Carderock
West Bethesda, MD
[m—

NSWC Indian Head
Indian Head, MD

EOD Technical Division
Indian Head, MD

The NUWC operates the Navy’s full-spectrum
research, development, test and evaluation,
engineering, and Fleet support center for submarines,

e s S =

NSWC Dahlgren

autonomous underwater systems, and offensive and Dahlgren, VA
defensive weapon systems associated with USW and
related areas of homeland security and national =
defense. : i .
NSWC Panama City Combat Direction Systems Activity 2

Panama City, FL Dam Neck, VA
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/7% What We Do for the Program Offices/Fleet

WAFC;&HIE CENTERS
Build an Affordable Future Fleet Sustain the Current Fleet
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. n Human Metrology & Test,
FY14 Reimbursable I Systems Measurement & Diagnostic
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S;,41°57 . Cyber
= Engineering

Support

Information Integration and
Assurance & Interoperability
Cyber Security |

Products

Delivery, P———
$1,217 W ——
25% )
° VSEA

WARFARE CENTERS

Providing technical expertise across multiple portfolios
in multiple warfare areas.
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arfare Center Cyber Engineering

WARFARE GENTERS People, Processes, Facilities, Tools

OBJECTIVE

“Shift Left” Monitor, Protect, Detect, React, Restore from Cyber Events

Continuous Monitoring !
Situational Awareness ~ =

Cyber Certification = Compromised Code .
Cyber T&E = Malware / Zero Days .
= Implants = Cyber resiliency | PSS AN S
= Boundary Defense = Data Protection at rest, in memory and in transit

DoD Cyber Policies

Develop, Test, and Integrate
Cybersecurity Solutions

8500.01 Cyber
Security

5200.39
Anti-Tamper

Adopt .
and Integrate Into _ In-service
System Anolysis ond A - Model Legacy and Future Sustainment
Versions

5200.44
SCRM and Counterfeits

Condi

TBD 9 N
Software Specioly Enpineering Connectivity
. Assurance : feoristoniond A == =
Human Systems Integration L/
_ CYBERSAFE : JIOR

JMETC-MILS
NCR

NAVSEA
Policies

NIST 800-53

Research and Evaluate
Real-world Threats

\

DoD IA Range i

SDREN !

DEP |

Partners N 4

- -

Workforce /

_ Certified Cyber n— NAVSEA | Warfare Centers
Nation State ~Crmedyoer Facilities & Tools USFLTCYBERCOM/C10F
Insider Engineers TN USCYBERCOM / NSA
Supply Chain Recruiting & Hiring i Modern Technology for Cyber Engineering | NIOC / NCWDG / IDFOR
Malware Cyber Training o atestcybor socurty ey, MARFORCYBER Rapid Connection
_ Retention/Attrition | Labs. Lardbased test sites. cybo ool | SPAWAR / NAVAIR C&A
Compromised Code : ' » Cybertools, :
Clearances ; : COTF IATT
Zero Days ; _: ONR /DIA ISA
v Industry ITPR
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I\WSEA NSWC / NUWC Cyber Security Priorities

WAFI FARE CENT EFIS

Hull Mechanical & Electrical (HM&E): Equipment is commercial-off-the-shelf - easily reverse
engineered by an adversary, current HM&E architecture and equipment do not easily support built-in
cybersecurity solutions, requires:

» Scalable, composable, cyber-physical systems, resilience metrics, defense against insider threats, survivability of
time critical systems, system / cyber state awareness, usable security

« Navigation Systems: Serve multiple enclaves and therefore difficult to separate into isolated enclave.
»  Presents cross boundary enclave security solution challenges.

« Combat Systems Cyber Security: Real time control systems with stringent latency requirements.

 RDT&E community must develop and build combat systems that implement a defense in depth (DID) security
architecture from the design phase.

o Cybersecurity Threats: Difficult to match known threat vectors to shipboard systems.
»  Published threats are typically focused on operating systems, software or hardware from enterprise I'T systems.
 Workforce Development: To create an active/aggressive cyber security engineering workforce that
plugs into ongoing cyber security engineering challenges and Risk Management Framework (RMF)
Initiatives
* Prototyping: Rapid deployment & employment of latest cyber security technology which includes
tools, and infrastructure
o Cyber Situational Awareness and Cyber Resiliency: Combat, HM&E, & Navigation systems must:
*  Provide ability to notify commander when and if they were compromised
* Ildentify when system is usable in full or degraded mode
» ldentify alternatives to aid the commander in completing the mission
e  Provide the ability to restore the system to a known, trusted state
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